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Introduction
In January 2016, Barclays and CIPFA Counter Fraud Centre hosted a Roundtable discussion on identity fraud. Delegates included 
counter fraud practitioners from Local Authorities and Central Government. The Roundtable engaged in discussions around the 
definition of identity fraud, how identity fraud has or could risk their businesses and how identity fraud risks are currently managed. 
One message that came out of the discussion was the lack of co-ordinated response to identity fraud in the Local Authorities sector. 
There is more of a strategic and co-ordinated response to identify fraud with Central Government Departments. We hope that this 
Thought Paper, which will be first of a series from Barclays and CIPFA Counter Fraud Centre, will highlight this concern. We would 
like to thank the contributors of the Roundtable discussion, which has led us to publish this Thought Paper on identity fraud for the 
public sector. 

Definition
Identity fraud is what the Home Office defines as: “The use of a false or stolen identity in criminal activity to obtain money, credit, 
goods or services by deception. Stealing an individual’s identity details does not, on its own, constitute identity fraud.” The Home 
Office has also highlighted other related crimes that affect identity. These are:

 � Identity Related Crime 
Refers to the misuse of false personal data (Section 8 Identity Documents Act, user names, passwords, etc) or corporate identity 
data (company names, names of company directors, company numbers, company address, company bank accounts, company 
email addresses, company websites, etc) in the commission of any crime.

 � False Identity 
– A fictitious (i.e. invented) identity or; 

– An existing (i.e. genuine) identity that has been altered to create a fictitious identity or; 

– A manipulated identity (when obtained through change of name in order to bypass watch-lists and vetting processes).

 � Identity Theft 
Occurs when information about an identity is obtained to facilitate misuse of that identity, irrespective of whether, in the case of 
an individual, the victim is alive or dead.

 � Misuse of Personal or Corporate Identity Data 
Occurs when a false identity or someone else’s identity (either personal or a corporate body) is used to support unlawful activity, 
or when someone avoids obligation/liability by falsely claiming that he/she was the victim of identity crime. 

 � Facility Takeover Fraud (aka Account Takeover) 
Where a person (facility hijacker) unlawfully obtains access to the details of the ‘Victim of Takeover’, namely an existing account 
holder or policy holder, and fraudulently operates the account or policy for his or her (or someone else’s) benefit.

Identity fraud is linked to organised crime and is designated as one of the major criminal threats the National Crime Agency 
enforces. What is widely recognised is that identity fraud is growing. In 2015, almost 170,000 identity frauds were reported to 
Cifas, a not-for-profit company working to protect organisations and individuals from fraud. This was an increase of just under 
50% compared with the number reported the previous year. The greatest increase in identity fraud related to attempts to obtain 
bank accounts. Reasons behind this increase are unclear, however, the rising availability of data online (stemming from, for 
example, the number of data breaches that occurred last year) could mean that fraudsters are increasingly using the identities 
of innocent parties (rather than their own) to attempt to open accounts for the purpose of money laundering. The number of 
individuals misusing their own accounts for fraudulent purposes has remained relatively stable this year.
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Methods of committing identity fraud
 � Cyber hacking

 � Bin raiding

 � Stealing post from outside post boxes

 � Mail redirection

 � Utilising publicly available data

 � Obtaining and utilising stolen identity documents

 � Factories operated by organised criminals that make counterfeit identity documents

 � Employee stealing customer data for their own fraudulent purpose or to disclose to a third party 

 � Impersonating IT Staff to steal data

 � A fraudster building up an comprehensive made up idneity with a mix of truth and falsehoods

 � Organised criminals who traffic people to obtain National Insurance Number (NINO)

 � Often the people being trafficked (on mass) appear as tourists but actually get NINOs 

 � It is worth noting that a NINO is the only national identifier

 � Enabled through Universal Credit Digital, which is an automated and fast. This lead to fraudulent claims to Local Authority 
services and benefits. 

Identity fraud risks
After a lengthy discussion, it was clear that identify fraud could potentially affect any public sector product or service where money 
or an asset can be obtained. The following are examples discussed:

 � Without having effective controls to manage identity fraud threats, there is a reputational risk. 

 � Customers are at risk of being a victim of identity fraud 

 � Customers not updating anti-virus/security software on their laptops, computers or mobile devices

 � Increasing use of online services

 � False claim to Social Housing through:

– Impersonation

– Right to buy – where the fraudster is able to own a property they were not entitled to

 � False claim of social and health care services

 � Using a false identity to become a social worker

 � Using a false identity to become a caretaker or a cleaner at public sector offices or schools. 

 � Non-compliance with immigration rules, which comes with financial penalties

Managing and mitigating identity fraud risks
The discussion progressed to explore how identity fraud risks are currently being managed/mitigated and if they were sufficient. 
The following controls and mitigations were highlighted:

 � Document examination

– This can be expensive

– Document scanners should be used where, from an audit perspective, it is reasonable to do so

 � However, there are weaknesses with document scanners. For example, it may not help detect a fraudster who is using a 
fraudulently obtained genuine identity document.

– Passport validation is now weaker in Local Authorities since there is less or no liaison with the UK Border’s Agency.≠
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 � Training front line staff to be aware of fraud. 

– There are pressures on front line staff to process claims or delivering good customer service, which makes it increasingly   
 difficult to make time to recognise identity fraud. 

– The priority is to process claims/service customers. In addition, the fraud training is minimal.

 � Putting anti-fraud posters in customer facing offices to deter fraudsters. 

 � Post – front line service:

– Increase scrutiny of customer claim by checking their details against databases. 

–  Check against Amberhill data, which contains details of forged and counterfeit documents including passports and   
 fraudulently obtained genuine UK driving licences. 

 � Customers to use GOV.UK Verify (Beta) – this is for identity checking in order to access Government online services. 

 � Use PRADO (Public Register of Authentic travel and identity Documents Online) to check security features of e.g. a 
foreign passport.

 � Intelligence/information sharing

– Despite the high level assurances, fraud data sharing is currently a weak area in the public sector

– Public sector organisations seems to “hide” behind the Data Protection Act

– Issues around how secure customer data is when shared

– Issues about what can be shared e.g. confirmed frauds and suspected frauds 

– Data cleansing issues

 � Business case for ID Fraud prevention

– It is challenging to work out the cost of ID fraud to a public sector organisation, especially when it is being prevented. 

 � Following an investigation of an identity fraud, identify lessons learned and undertake a systems improvement plan.

 � To control data breaches, conduct a penetration test e.g. test emails

 � Each business unit to undertake a fraud risk assessment, which includes the analysis of the risk of identity fraud to their 
business. This should be stipulated in the business unit’s risk register where each business unit manager owns and responsible 
for managing the identity fraud risk. 

Conclusion
This Thought Paper examined the definition of identity fraud. However, there are many identity related crimes to consider. We 
then explored how identity fraud happens and impacts the businesses of Government and Local Authorities. It was quite clear 
that identity fraud can severely impact every service where money or an asset can be obtained. This can be damaging to both the 
finances and reputation of a public sector organisation. The management of the ID fraud risks is where the challenge lies. Clearly 
more needs to be done to manage it. Furthermore, each business function responsible for issuing money (through e.g. benefits or 
grants) or an asset within a Local Authority or Central Government, should be responsible for managing the identity fraud risk. It 
is not up to the fraud teams to manage the risk; they are there to support and advise business leaders on how best manage the 
identity fraud risk. With identity fraud increasing year upon year, it is important that public sector organisations assess their own 
capabilities in managing this risk and make changes, where necessary, especially in priority areas e.g. schools.  
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