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NFIB Disclaimer: While every effort is made to ensure the accuracy of the information or material contained in this alert, it is provided in good 

faith on the basis that the Commissioner, the City of London Police and its police officers and staff accept no responsibility for the veracity or 

accuracy of the information or material provided and accept no liability for any loss, damage, cost or expense of whatever kind arising directly 

or indirectly from or in connection with the use by any person, whomsoever, of any information or material herein. The quality of the 

information and material contained in this document is only as good as the information and materials supplied to the City of London Police. 

Should you or your police force hold information, which corroborates, enhances or matches or contradicts or casts doubt upon any content 

published in this Alert, please contact the City of London Police NFIB by return. 

Any use of the information or other material contained in this document by you signifies agreement by you to these conditions.  

 

 
 
To help prevent your business to counter fraud and/or obtain details of our available 
courses, please contact the City of London Police Economic Crime Academy via our 
website http://academy.cityoflondon.police.uk, or you can view our latest prospectus on 
http://academy.cityoflondon.police.uk/images/prospectus  

http://academy.cityoflondon.police.uk/
http://academy.cityoflondon.police.uk/images/prospectus
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“Home Office” Cold Calling Fraudsters 

 

The information contained within this alert is based on the results of research carried out by the National Fraud 

Intelligence Bureau (NFIB) concerning incidents of fraud. One of the key objectives of sharing fraud data between the 

NFIB and partners is to prevent fraud.  

 

Fraudsters purporting to be from the Home Office: 

Fraudsters are purporting to be from the Home Office and cold-calling victims to claim that there is a problem with 

their immigration status. Victims are informed that in order to rectify this issue, they must pay an up-front fee and 

are often asked to confirm personal details such as their passport number and date of arrival in the United Kingdom. 

In a number of instances when the victim receives this phone call from the suspect, a genuine Home Office telephone 

number will be displayed as the Caller ID on their phone. The suspect will point this out to the victim in order to add 

legitimacy to the request. The fraudster has used a method called ‘spoofing’ to display a Home Office telephone 

number - 02070354848. This does not mean that the call has actually originated from the Home Office.  

Many victims who have been targeted by this fraud have had an association to India. The fraudsters often state that 

the victim has outstanding criminal charges against them in India, or that their official documentation was not 

completed satisfactorily upon their arrival into the United Kingdom. Victims are left with three options - either face 

deportation; face arrest and imprisonment; or pay the up-front fee. 

Victims are asked to pay the fees through a variety of methods, including money transfers via a Money Service Bureau 

and by purchasing iTunes vouchers before relaying the voucher code to the suspect. The fraudster usually attempts 

to keep the victim on the phone until the payment is received, which can be hours at a time.  

Protect yourself:  

 The Home Office, Police or any UK Law Enforcement Agency will never ask for money over the telephone.  

 Government agencies do not use non-secure payment methods such as a transfer via a Money service 

Bureau, iTunes voucher(s) or cryptocurrency e.g. Bitcoin.  

 When receiving unsolicited calls, be wary of providing personal information, or confirming that personal 

information the caller already claims to hold is correct. Always ensure you know who you talking to. Ask for 

the details of the organisation the caller represents and call them back yourself on the officially published 

numbers rather than the numbers the caller may try to provide you with. 

 If you have any concerns regarding your immigration status, please visit the following government website 
to speak with someone regarding your specific immigration issue: https://www.gov.uk/contact-ukvi-inside-
outside-uk 

 If you have been affected by this, or any other type of fraud, report it to Action Fraud by visiting 

www.actionfraud.police.uk, or by calling 0300 123 2040. 

 

 

 

 

https://www.gov.uk/contact-ukvi-inside-outside-uk
https://www.gov.uk/contact-ukvi-inside-outside-uk
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Handling Instructions 
 
 
This report may be circulated in accordance with the protective security marking shown below and caveats included 
within the report. The information contained in this report is supplied by the City of London Police in confidence and 
may not be shared other than with the agreed readership/handling code without prior reference to the City of London 
Police. Onward disclosure without prior authority may be unlawful, for example, under the Data Protection Act 1998.  
 
The cover sheets must not be detached from the report to which they refer. 
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FEEDBACK 

The NFIB needs feedback from our readers to evaluate the quality of our products and to inform our priorities. Please 
would you complete the following NFIB feedback survey through: https://www.surveymonkey.com/r/FeedbackSDU. 
This should take you no more than 2 minutes to complete. If you have other feedback or additional information that 
you would prefer to provide by email please send to NFIBfeedback@cityoflondon.pnn.police.uk.  

https://www.surveymonkey.com/r/FeedbackSDU
mailto:NFIBfeedback@cityoflondon.pnn.police.uk

