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NFIB Disclaimer: While every effort is made to ensure the accuracy of the information or material contained in this alert, it is provided in good 

faith on the basis that the Commissioner, the City of London Police and its police officers and staff accept no responsibility for the veracity or 

accuracy of the information or material provided and accept no liability for any loss, damage, cost or expense of whatever kind arising directly 

or indirectly from or in connection with the use by any person, whomsoever, of any information or material herein. The quality of the 

information and material contained in this document is only as good as the information and materials supplied to the City of London Police. 

Should you or your police force hold information, which corroborates, enhances or matches or contradicts or casts doubt upon any content 

published in this Alert, please contact the City of London Police NFIB by return. 

Any use of the information or other material contained in this document by you signifies agreement by you to these conditions.  

 

 
 
To help prevent your business to counter fraud and/or obtain details of our available 
courses, please contact the City of London Police Economic Crime Academy via our 
website http://academy.cityoflondon.police.uk, or you can view our latest prospectus on 
http://academy.cityoflondon.police.uk/images/prospectus  

http://academy.cityoflondon.police.uk/
http://academy.cityoflondon.police.uk/images/prospectus
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DATING FRAUD ALERT  

The content of this alert is based on information gathered by the National Fraud Intelligence Bureau (NFIB). The 

purpose of sharing this information with law enforcement partners and key stakeholders is to assist in preventing/ 

detecting crime, bring offenders to justice and increase awareness of enablers currently being utilised by criminals. 

ALERT CONTENT 

Male fraudsters are setting up profiles of women on dating sites to attract and manipulate vulnerable victims.   
 
Fraudsters are known to use Internet cafés as a venue of choice in order to commit dating fraud and distance 
themselves from the crime. Some male fraudsters are known to play the role of a woman loading fake images onto a 
site, playing on people’s emotions and targeting citizens who are vulnerable and desperate to find love.  

The majority of accounts on dating websites are genuine people looking for romance, but fraudsters are also using 
these sites to contact victims. They create fake profiles, make contact with others on the site and build what feels like 
a loving relationship.  

Once a fraudster using a fake dating profile is confident that they’ve won your trust, they will tell you about a problem 
they are experiencing and ask you to help out by sending money. Once you send them money, the fraudsters will keep 
coming back and invent new reasons for you to send them more and more money.   

PROTECTION / PREVENTION ADVICE 

 

 Never give money to people you meet online, no matter what emotional story the person uses. 

 Avoid giving away too many personal details when dating online. Revealing your full name, date of birth and 

home address may lead to your identity being stolen. 

 Never send or receive money or give away your bank details to someone you’ve only met online, no matter 

how much you trust them or believe their story. 

 Pick a reputable dating website and use the site’s messaging service. Fraudsters tend to want to quickly 

switch to social media or texting so there’s no evidence of them asking you for money. 

 If you have been affected by this, or any other type of fraud, report it to Action Fraud by visiting  

www.actionfraud.police.uk or by calling 0300 123 2040. 

FEEDBACK 

The NFIB needs feedback from our readers to evaluate the quality of our products and to inform our priorities. Please 
would you complete the following NFIB feedback survey through: https://www.surveymonkey.com/r/FeedbackSDU. 
This should take you no more than 2 minutes to complete. If you have other feedback or additional information that 
you would prefer to provide by email please send to NFIBfeedback@cityoflondon.pnn.police.uk.  

http://www.actionfraud.police.uk/
https://www.surveymonkey.com/r/FeedbackSDU
mailto:NFIBfeedback@cityoflondon.pnn.police.uk
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Handling Instructions 
 
 
This report may be circulated in accordance with the protective security marking shown below and caveats included 
within the report. The information contained in this report is supplied by the City of London Police in confidence and 
may not be shared other than with the agreed readership/handling code without prior reference to the City of London 
Police. Onward disclosure without prior authority may be unlawful, for example, under the Data Protection Act 1998.  
 
The cover sheets must not be detached from the report to which they refer. 
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