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NFIB Disclaimer: While every effort is made to ensure the accuracy of the information or material contained in this alert, it is provided in
good faith on the basis that the Commissioner, the City of London Police and its police officers and staff accept no responsibility for the
veracity or accuracy of the information or material provided and accept no liability for any loss, damage, cost or expense of whatever kind
arising directly or indirectly from or in connection with the use by any person, whomsoever, of any information or material herein. The
quality of the information and material contained in this document is only as good as the information and materials supplied to the City of
London Police. Should you or your police force hold information, which corroborates, enhances or matches or contradicts or casts doubt
upon any content published in this Alert, please contact the City of London Police NFIB by return.

Any use of the information or other material contained in this document by you signifies agreement by you to these conditions.
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To help prevent your business to counter fraud and/or obtain details of our available
courses, please contact the City of London Police Economic Crime Academy via our
website http://academy.cityoflondon.police.uk, or you can view our latest prospectus on

http://academy.cityoflondon.police.uk/images/prospectus
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TAX REBATE FRAUD

The information contained within this alert is based on information gathered by the National Fraud Intelligence
Bureau (NFIB). The purpose of sharing this information with the public, law enforcement partners and key
stakeholders is to assist in preventing/detecting crime, bringing offenders to justice and increasing awareness of
enablers currently being utilised by criminals.

ALERT CONTENT

The National Fraud Intelligence Bureau (NFIB) has received intelligence which suggests that fraudsters may be posing
as council officials or professionals and cold calling customers stating that they are eligible for a general tax or council
tax rebate.

They will invariably use this deception technique, along with texting customers, to convince the intended victims that
their tax rebate is legitimate, when in fact this may not be the case. The fraudsters will tell you how much tax you
can claim back but emphasise that an advance fee payment is required in order to make the tax claim successful.

There has been a particular increase in the number of reports relating to fake council tax rebates in the last few
weeks.

Whilst it may not be necessarily easy to identify if a tax rebate is legitimate, you should undertake suitable due
diligence and assure yourself that the tax you are planning to claim is genuine.

A genuine company or organisation will never ask you for an advance fee payment to cover the administration costs
in order to claim tax.

PROTECTION / PREVENTION ADVICE

e Conduct vigorous due diligence on any event of a cold call associated with a tax rebate.

e Seek independent financial advice as you deem appropriate prior to claiming any form of tax.

e Check credentials, including a permanent business address and landline telephone number. The mobile
numbers given by fraudsters are often pay-as-you-go numbers which are virtually impossible to trace.

e Always check a company’s contact details (such as a website, address and phone number) are correct and
that they are registered in the UK.

e Never take up offers of tax rebates on the spot from cold calls and texts messages. Take a look at the tax
refund/rebate scams by HMRC — the same theme can be applied to private companies and public
organisations.

e Don’t give your bank account details or sensitive information to anyone without carrying out your own
research on them.

e If you have been affected by this, or any other type of fraud, report it to Action Fraud by visiting
www.actionfraud.police.uk or by calling 0300 123 2040.

FEEDBACK

The NFIB needs feedback from our readers to evaluate the quality of our products and to inform our priorities.
Please would you complete the following NFIB feedback survey through:
https://www.surveymonkey.com/r/FeedbackSDU. This should take you no more than 2 minutes to complete. If you
have other feedback or additional information that you would prefer to provide by email please send to
NFIBfeedback@cityoflondon.pnn.police.uk.
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Handling Instructions

This report may be circulated in accordance with the protective security marking shown below and caveats included
within the report. The information contained in this report is supplied by the City of London Police in confidence and
may not be shared other than with the agreed readership/handling code without prior reference to the City of
London Police. Onward disclosure without prior authority may be unlawful, for example, under the Data Protection
Act 1998.

The cover sheets must not be detached from the report to which they refer.
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